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Individuals' rights :

The right to be informed 

The right of access 

The right to rectification 

The right to erasure 

The right to restrict processing 

The right to data portability 

The right to object 

Rights related to automated decision-

making and profiling 



Other provisions:

Accountability and governance 

Breach notification 

Transfer of data 

National derogations 

Lawful processing



It’s still all about…

Personal data!

Any information relating to an 
identified or identifiable [living] 
natural person who can be 
identified, directly or indirectly, 
in particular by reference to an 
identifier such as…



Special category data…

Race or ethnicity Political opinions
Religious or 

philosophical beliefs
Trade union 
membership

Physical or mental 
health

Genetic or 
biometric

Sexual life or 
orientation



Six GDPR 
Principles



Fair Processing -
Information 
Notices



What information must be supplied? Obtained 
from 
individual

Not obtained
from 
individual

Identity and contact details of the controller and where 
applicable, the controller’s representative) and the data 
protection officer

Purpose of the processing and the lawful basis for the 
processing

The legitimate interests of the controller or third party, 
where applicable

Categories of personal data

Any recipient or categories of recipients of the personal 
data

Details of transfers to third country and safeguards

Retention period or criteria used to determine the 
retention period



What information must be supplied? Obtained 
from 
individual

Not obtained 
from
individual

The existence of each of data subject’s rights

The right to withdraw consent at any time, where 
relevant

The right to lodge a complaint with a supervisory 
authority

The source the personal data originates from and 
whether it came from publicly accessible sources

Whether the provision of personal data part of a 
statutory or contractual requirement or obligation and 
possible consequences of failing to provide the personal 
data

The existence of automated decision making, including 
profiling and information about how decisions are made, 
the significance and the consequences



Lawful processing 
- Legal Basis



Schedule 2 Conditions (Article 6)

 Performance of a contract with 

data subject;

 Any legal obligation to which 

the data controller is subject;

 Protection of the vital interests 

of the data subject or anyone 

else;

 Administration of justice/Any 

function under enactment/Any 

function of the Crown or Govt

Dept/Any public function in the 

public  interest;

 Legitimate interests of the 

data controller and third party 

but not prejudicial to the rights 

and freedoms of the data 

subject.

Schedule 2 Conditions for Processing Personal data: 

 Consent

Or, where the processing is necessary due to:



Schedule 3 Conditions (Article 9)

 Any employment law 

obligation to which the data 

controller is subject;

 Protection of the vital interests 

of the data subject/anyone 

where consent cannot be 

obtained;

 Activities related to not-for-

profit: TU/religious/ 

political/philosophical groups;

 Data are already in the public 

domain by the data subject;

 Legal proceedings/advice/ 

establishing legal rights

 Administration of justice/Any 

function under enactment/Any 

function of the Crown/Govt

Dept;

 Anti-fraud activity;

 Medical purposes, including 

management of services;

 Equal Opps Monitoring;

 Substantial public interest 

(SI2000/417).

Schedule 3 Conditions for Processing Sensitive Personal 

data:

 Explicit consent

Or, where the processing is necessary for:



Currently, what is Consent?

…any freely-given, 
specific and informed 
indication of his wishes by 
which the data subject 
signifies his agreement to 
personal data relating to him 
being processed.

Article 2(h) Directive EC/95/46

DPA



From May…

…any freely-given, 
specific, informed and 

unambiguous indication 
of the data subject’s wishes 
by which he or she, by a 
statement or by a clear 

affirmative action, 
signifies agreement to the 
processing of personal data 

relating to him or her.

Article 4(11) GDPR

GDPR



What does this require?

Clear affirmative act establishing a freely given, specific, 
informed and unambiguous indication of the individual’s 
agreement;

The request for consent must be clear, prominent and 
separate from accepting general terms and conditions; 
and 

Withdrawal of consent must be available at any time, 
and it must be as easy to withdraw consent as it is to 
give it.



Consent can no longer be…

Relying on silence, pre-ticked boxes or inactivity;

Having no genuine or free choice or being unable to refuse or 
withdraw without detriment;

In any specific case, having an imbalance between the person 
and the controller, especially where the controller is a public 
authority and it’s unlikely for consent to have been freely 
given in all the circumstances of that case;

Not allowing separate consent to be given to different 
processing despite it being appropriate in any individual case; 
or

Making the performance of a contract dependent on consent 
when it’s not necessary for such performance.



Data Protection Officers…

Must be established:

 where the processing is carried out by a public authority or 
body;

 where the core activities of the controller or the processor 
consist of processing operations, which require regular and 
systematic monitoring of data subjects on a large scale; or

 where the core activities of the controller or the processor 
consist of processing on a large scale of special categories of 
data or personal data relating to criminal convictions and 
offences.

Article 37(1)



Reporting to the ICO:
Without undue delay;
No later than 72 hours.

Must include:
Nature of breach: categories and 

number of individuals involved/ 
categories and number of records;

Name and contact details of the 
DPO/POC;

Likely consequences;
Measure taken/proposed to be 

taken to mitigate detriment.

In addition:
A time frame for providing 

information if necessary;
Full documentation of the event, 

investigation process and outcome.

Article 33 GDPR



ICO Guidance:
GDPR Overview
GDPR 12 Steps
Privacy Notice CoP
GDPR Checklist
LED 12 Steps

https://ico.org.uk/for-
organisations/data-protection-reform/

Article 29 WG Guidance:
Data portability
Lead supervisory authorities
Data protection officers
Data Protection Impact Assessments
Breach Notification

http://ec.europa.eu/newsroom/just/ite
m-detail.cfm?item_id=50083

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083


Next steps:

consent;
contracts between controllers and
data processors;
children’s data; 
public task;
accountability - including 
documentation.

We will invite comments on these for a 
short period before finalising the text. 





Fair 
processing 

information

https://ico.org.uk/media/for-
organisations/guide-to-data-
protection/privacy-notices-

transparency-and-control-1-0.pdf



Self 
assessment 

toolkit

https://ico.org.uk/for-
organisations/resources-and-
support/data-protection-self-

assessment/getting-ready-for-the-
gdpr/



@iconews

Keep in touch

Subscribe to our e-newsletter at www.ico.org.uk
or find us on…

ICO Scotland
45 Melville Street

Edinburgh EH3 7HL
T: 0131 244 9001 E: Scotland@ico.org.uk


