
Keeping your Charity’s 
Finances and Data safe

The role of the trustee in Cyber Security



We are “exploring how to build a cyber resilient 
third sector in Scotland”

1. Embedding cyber resilience in the SCVO Senior Leaders Programme 

2. Embedding cyber resilience in “Digital Check-up” assessment

3. Engage with third sector boards to ensure cyber risks are considered 

4. SCVO Cyber Essentials grants scheme



Being cyber resilient is:

1. Taking actions to reduce the risk of cyber breaches

2. Making sure that if a breach occurs you are able to 
respond without losing business continuity



A cyber breach is:

1. A cyber breach is an incident in which data is lost 
or stolen. Such as:
• Financial data (actual ££)

• Security data (usernames/passwords) 

• Personal data (emails, address, phone numbers, medical 
data…)

2. In some cases, security data or personal data could 
be more ‘costly’ than financial data

3. New requirements around cyber breaches are 
included in GDPR



Myth Vs. Reality



What is main cause of “cyber 
breaches”? 
• Myth: 

Hackers,
Ransomware, 
Viruses

Reality: 
“48% of business who have 
experienced a breach said 
the root cause was a 
“negligent employee or 
contractor”.

• A cyber breach is not 
always a cyber-attack.



What is main cause of Cyber 
Breaches? 

So I ask myself:

Is that negligent employees?

Or falling victim to crime?

Who is responsible?

However, research also shows that:
“The most common breaches or attacks were via 

fraudulent emails,

followed by viruses and malware, and ransomware.”



Who carries out cyber attacks?

• Myth: International, state 
sponsored hackers.

• Highly organised and trained 
criminal gangs using top of 
the range technologies

• Reality: Often it is 
opportunists, taking advantage 
of weaknesses, looking for an 
easy £.

• Often using easily accessible 
software, or simply an email.



Who are the targets?

• Myth: Hackers are only 
interested in big business and 
high-profile companies with 
lots of money or data

• Reality: Everyone…

• Whoever takes the bait.

• The vulnerable? 
Grandma?





What are the types of threats?

• Accidental loss of data

• Insider treats
• Disgruntled employee?
• Opportunity?
• Making a statement –

whistleblowing?
• Moving to a competitor?
• Incentivised?

• Social Engineering
• Phishing
• Spear-phishing
• Whaling

• Viruses

• Malware
• Spyware
• Ransomware

• DDoS

• BYOD
• Policies
• Security software



The role of the Trustee



The role of the Trustee 

• Assume that you will have an attack or a breach 

• You probably already have!

• People will be testing your “doors”. 
Are they even locked?



The role of the Trustee 

• Assess the likelihood and severity of threats 
• Have board-level discussions

• Have Cyber Security on your Risk Register 

• Protecting your technology from threats (IT security)

• Ensuring your Data is managed properly (GDPR) 

• Protecting staff from Scams (Education) 

• Response - ensuring business continuity (Resilience) 



Lock your doors!

• Cyber Essentials - is a government-backed, 
industry supported scheme to help 
organisations protect themselves against 
common cyber-attacks.

1. Ensure you have covered basic best practice 

2. Compliance with GDPR, having adequate policies in place 

3. Current requirement for ‘higher risk’ government contracts 

4. Possible requirement for a wider range of contracts 

5. Even if not a requirement – looked upon favourably

As part of the implementation of the Scottish Government’s 
Cyber Resilience Strategy, consideration is being given to 
adding cyber accreditation to further procurement conditions.



Don’t be an easy target…

• The most common breaches are simple and avoidable 

• They are aimed at those who have not taken any steps 
to prepare.

• Who is responsible for your 
staff’s knowledge? 

• Be aware that CEOs are 
often the biggest targets 
and the weakest links. 
• (And often the most difficult 

to educate)



Discuss



Discuss

• What is the impact on our company’s reputation, 
finances or existence if sensitive internal or 
customer information held by the company were to 
be lost or stolen?



Discuss

• What is the impact on the business if our 
online services were disrupted for a short or 
sustained period?



Discuss

• What do you think is the most important first 
step/s for Trustees to address the topic of 
Cyber Resilience?



What should we do now?



Most important first step/s?

• Take it seriously at board level

• Assess the risks

• Engage your staff

• Consider accreditation (Cyber Essentials)



Offer: 
We would be happy to come to speak to your board 

on Cyber Resilience or Cyber Essentials.

Get in touch: onedigital@scvo.org.uk 

Guidance for Trustees and boards at:
https://www.ncsc.gov.uk/guidance/risk-management-and-risk-analysis-practice 

https://www.ncsc.gov.uk/guidance/10-steps-board-level-responsibility 



Being cyber resilient is:

1. Taking actions to reduce the risk of cyber breaches

2. Making sure that if a breach occurs you are able to 
respond without losing business continuity


